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Â ðàáîòå ïðåäëîæåí ìåòîä ïîñòðîåíèÿ àëãîðèòìîâ âûðàáîòêè èìèòîâñòàâîê, îñíîâàííûõ íà
îáîáùåííûõ êëåòî÷íûõ àâòîìàòàõ. Òàêîé àâòîìàò èñïîëüçóåòñÿ äëÿ îáðàáîòêè ñîîáùåíèÿ. Ðàç â
íåñêîëüêî øàãîâ ê âíóòðåííåìó ñîñòîÿíèþ àâòîìàòà ïîäìåøèâàåòñÿ î÷åðåäíîé áëîê ñîîáùåíèÿ.
Êëþ÷ èñïîëüçóåòñÿ â íà÷àëüíîì çàïîëíåíèè àâòîìàòà, à òàêæå â íà÷àëüíîì çàïîëíåíèè ëèíåéíîãî
ðåãèñòðà ñäâèãà ñ îáðàòíîé ñâÿçüþ, âûõîä êîòîðîãî ïîäìåøèâàåòñÿ ê âíóòðåííåìó ñîñòîÿíèþ
àâòîìàòà íà êàæäîì øàãå. Ïîñëå îêîí÷àíèÿ îáðàáîòêè ñîîáùåíèÿ, êëåòî÷íûé àâòîìàò ñîâåðøàåò
îïðåäåëåííîå ÷èñëî øàãîâ, ïîñëå ÷åãî ñ íåãî ñíèìàåòñÿ çíà÷åíèå èìèòîâñòàâêè. Ïðîâåäåíî
ñòàòèñòè÷åñêîå òåñòèðîâàíèå àëãîðèòìîâ, ïîëó÷åííûõ ñ ïîìîùüþ ðàçðàáîòàííîãî ìåòîäà.

Êëþ÷åâûå ñëîâà: êðèïòîãðàôèÿ; êëåòî÷íûé àâòîìàò; èìèòîâñòàâêà

Ââåäåíèå

Âàæíûì êëàññîì êðèïòîãðàôè÷åñêèõ àëãîðèòìîâ ÿâëÿþòñÿ àëãîðèòìû âûðàáîòêè èìè-
òîâñòàâîê (àíãë. Message Authentication Code, MAC). Òàêèå àëãîðèòìû ïðåäíàçíà÷åíû äëÿ
îáåñïå÷åíèÿ öåëîñòíîñòè ñîîáùåíèé è àóòåíòèôèêàöèè èõ èñòî÷íèêà. Äëÿ ýòîãî ê ñîîá-
ùåíèþ äîáàâëÿåòñÿ âûðàáàòûâàåìàÿ òàêèì àëãîðèòìîì èìèòîâñòàâêà | äâîè÷íûé íàáîð,
çàâèñÿùèé îò ñîîáùåíèÿ è îò ñåêðåòíîãî êëþ÷à.
Àëãîðèòìàì âûðàáîòêè èìèòîâñòàâîê ïîñâÿùåíî áîëüøîå êîëè÷åñòâî ðàçëè÷íûõ èñòî÷-

íèêîâ. Õîðîøèé îáçîð ëèòåðàòóðû ïî ìåòîäàì èõ ïîñòðîåíèÿ ìîæíî íàéòè â ðàáîòå [1].
Âñå âîçðàñòàþùèå òðåáîâàíèÿ ê ïðîïóñêíîé ñïîñîáíîñòè è çàùèùåííîñòè ñèñòåì è

ñåòåé ñâÿçè ïðèâîäÿò ê íåîáõîäèìîñòè ðàçðàáîòêè íîâûõ êðèïòîãðàôè÷åñêèõ àëãîðèòìîâ,
îáëàäàþùèõ âûñîêîé ïðîèçâîäèòåëüíîñòüþ. Â ñâÿçè ñ ýòèì, áîëüøîé èíòåðåñ ïðåäñòàâëÿåò
èñïîëüçîâàíèå îáîáùåííûõ êëåòî÷íûõ àâòîìàòîâ. Ýòîò ïîäõîä áûë èññëåäîâàí àâòîðîì
â ðÿäå ðàáîò, â òîì ÷èñëå [2, 3, 4, 5] è äð. Êðèïòîàëãîðèòìû, îñíîâàííûå íà îáîáùåí-
íûõ êëåòî÷íûõ àâòîìàòàõ, ïîêàçûâàþò î÷åíü âûñîêóþ ïðîèçâîäèòåëüíîñòü ïðè àïïàðàòíîé
ðåàëèçàöèè (íàïðèìåð, íà ïðîãðàììèðóåìûõ ëîãè÷åñêèõ èíòåãðàëüíûõ ñõåìàõ).
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1. Ïîñòàíîâêà çàäà÷è

Èìèòîâñòàâêà | ýòî âåêòîð y ∈ {0, 1}q ôèêñèðîâàííîãî ðàçìåðà, âû÷èñëÿåìûé äëÿ
ñîîáùåíèÿM ∈ {0, 1}∗ íà íåêîòîðîì êëþ÷å key ∈ {0, 1}|key| (çäåñü |key|| äëèíà êëþ÷à) ñ
ïîìîùüþ ýôôåêòèâíîãî àëãîðèòìà: y = MACkey(M). Ïðè ýòîì âûïîëíÿþòñÿ ñëåäóþùèå
ñâîéñòâà:

• áåç çíàíèÿ êëþ÷à, âû÷èñëèòåëüíî ñëîæíî íàéòè òàêîå M ′ 6= M , ÷òî MACkey(M) =

MACkey(M
′);

• ïî ëþáîìó ÷èñëó ïàð (yi, Mi) : yi = MACkey(Mi) âû÷èñëèòåëüíî ñëîæíî íàéòè êëþ÷
key;

• áåç çíàíèÿ êëþ÷à âû÷èñëèòåëüíî ñëîæíî íàéòè èìèòîâñòàâêó äëÿ äàííîãî ñîîáùåíèÿ.
Îñíîâíîé çàäà÷åé äàííîé ðàáîòû ÿâëÿåòñÿ ðàçðàáîòêà ìåòîäà ñèíòåçà àëãîðèòìîâ âûðà-

áîòêè èìèòîâñòàâîê, îñíîâàííûõ íà îáîáùåííûõ êëåòî÷íûõ àâòîìàòàõ.

2. Îáîáùåííûå êëåòî÷íûå àâòîìàòû

Îáîáùåííûå êëåòî÷íûå àâòîìàòû| âåñüìà ïåðñïåêòèâíûé êðèïòîãðàôè÷åñêèé ïðèìè-
òèâ. Çäåñü ìû êðàòêî èçëîæèì íåêîòîðûå ôàêòû î íèõ èç ïðåäûäóùèõ ðàáîò àâòîðà.
Íàçîâåì îáîáùåííûì êëåòî÷íûì àâòîìàòîì îðèåíòèðîâàííûé ìóëüòèãðàôA = (V, E)

(çäåñü V = {v1, . . . , vN} | ìíîæåñòâî âåðøèí ìóëüòèãðàôà, E | ìóëüòèìíîæåñòâî ðåáåð
ìóëüòèãðàôà). Ñ êàæäîé åãî âåðøèíîé vi àññîöèèðîâàíû:

• áóëåâà ïåðåìåííàÿmi, íàçûâàåìàÿ ÿ÷åéêîé;
• áóëåâà ôóíêöèÿ fi(x1, . . . , xdi

), íàçûâàåìàÿ ëîêàëüíîé ôóíêöèåé ñâÿçè i-é âåðøèíû.
Ïðè ýòîì êàæäîé ïàðå (v, e), ãäå v | âåðøèíà, à e`| èíöèäåíòíîå åé ðåáðî, áóäåò

ñîîòâåòñòâîâàòü íîìåð àðãóìåíòà ëîêàëüíîé ôóíêöèè ñâÿçè, âû÷èñëÿåìîé â âåðøèíå v. Ìû
áóäåì íàçûâàòü åãî íîìåðîì ðåáðà e îòíîñèòåëüíî âåðøèíû v.
Îáîáùåííûé êëåòî÷íûé àâòîìàò ðàáîòàåò ñëåäóþùèì îáðàçîì. Ïåðåä íà÷àëîì ðàáîòû

ÿ÷åéêè ïàìÿòèmi, i = 1, . . . , N , èìåþò íåêîòîðûå íà÷àëüíûå çíà÷åíèÿmi(0). Äàëåå àâòîìàò
ðàáîòàåò ïî øàãàì. Íà øàãå ñ íîìåðîì t ñ ïîìîùüþ ëîêàëüíîé ôóíêöèè ñâÿçè âû÷èñëÿþòñÿ
íîâûå çíà÷åíèÿ ÿ÷ååê:

mi(t) = fi(mη(i,1)(t− 1), mη(i,2)(t− 1), . . . ,mη(i,di)(t− 1)), (1)

ãäå η(i, j) | íîìåð âåðøèíû, èç êîòîðîé èñõîäèò ðåáðî, âõîäÿùåå â âåðøèíó i è èìåþùåå
îòíîñèòåëüíî íåå íîìåð j.
Çàïîëíåíèåì (âíóòðåííèì ñîñòîÿíèåì) êëåòî÷íîãî àâòîìàòà íà øàãå t áóäåì íàçûâàòü

íàáîð çíà÷åíèé ÿ÷ååêM(t) = (m1(t), m2(t), . . . ,mN(t)).
Íàçîâåì îäíîðîäíûì îáîáùåííûì êëåòî÷íûì àâòîìàòîì îáîáùåííûé êëåòî÷íûé àâ-

òîìàò, ó êîòîðîãî ëîêàëüíàÿ ôóíêöèÿ ñâÿçè äëÿ âñåõ ÿ÷ååê îäèíàêîâà è ðàâíà f , ò.å. äëÿ
ëþáîãî i ∈ {1, . . . , N} âûïîëíÿåòñÿ fi = f . Â òàêîì àâòîìàòå ñòåïåíè çàõîäà âåðøèí
îäèíàêîâû: d1 = d2 = . . . = dN = d.
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Íàçîâåì îáîáùåííûé êëåòî÷íûé àâòîìàò íåîðèåíòèðîâàííûì, åñëè äëÿ ëþáîãî ðåáðà
(u, v) â åãî ãðàôå ñóùåñòâóåò è ðåáðî (v, u). Ãðàô òàêîãî àâòîìàòà ìîæíî ðàññìàòðèâàòü êàê
íåîðèåíòèðîâàííûé, åñëè çàìåíèòü êàæäóþ ïàðó ðåáåð (u, v) è (v, u) íà íåîðèåíòèðîâàííîå
ðåáðî {u, v}. Äàëåå ìû áóäåì èñïîëüçîâàòü òîëüêî íåîðèåíòèðîâàííûå îäíîðîäíûå îáîá-
ùåííûå êëåòî÷íûå àâòîìàòû, äëÿ êðàòêîñòè íàçûâàÿ èõ ïðîñòî îáîáùåííûìè êëåòî÷íûìè
àâòîìàòàìè.
Áîëüøîå çíà÷åíèå èìååò âûáîð ãðàôà îáîáùåííîãî êëåòî÷íîãî àâòîìàòà. Â ðàáîòå [6]

ïîêàçàíî, ÷òî â êà÷åñòâå ãðàôà êëåòî÷íîãî àâòîìàòà, ïðèìåíÿåìîãî äëÿ êðèïòîãðàôè÷åñêèõ
öåëåé, õîðîøî ïîäõîäÿò ãðàôû Ðàìàíóäæàíà [7, 8, 9].
Ðàññìîòðèì îòñîðòèðîâàííûé ïî óáûâàíèþ ñïåêòð ãðàôà (ò.å. íàáîð ñîáñòâåííûõ ÷èñåë

åãî ìàòðèöû ñìåæíîñòè): λ1 ≥ λ2 ≥ · · · ≥ λn.
Ãðàôîì Ðàìàíóäæàíà íàçûâàåòñÿ ãðàô, äëÿ êîòîðîãî ñïðàâåäëèâî íåðàâåíñòâî

λ2 ≤ 2
√

d− 1, (2)

ãäå d| ñòåïåíü ãðàôà.
Ïî-âèäèìîìó, íàèáîëåå ïîäõîäÿùèì ñåìåéñòâîì ãðàôîâ Ðàìàíóäæàíà, ÿâëÿåòñÿ òàê íà-

çûâàåìîå ñåìåéñòâî ãðàôîâ Ëþáîöêîãî | Ôèëèïñà | Ñàðíàêà Y [9, 10, 11]. Ìû íå áóäåì
ïîäðîáíî çäåñü îñòàíàâëèâàòüñÿ íà ñèíòåçå òàêèõ ãðàôîâ, îäíàêî îòìåòèì, ÷òî äëÿ êðèïòî-
ãðàôè÷åñêèõ ïðèìåíåíèé äîëæíî âûïîëíÿòüñÿ d ≥ 4.
Î÷åíü âàæíûì ÿâëÿåòñÿ ïðàâèëüíûé âûáîð ëîêàëüíîé ôóíêöèè ñâÿçè îáîáùåííîãî êëå-

òî÷íîãî àâòîìàòà. Òðåáîâàíèÿ ê òàêîé ôóíêöèè ñôîðìóëèðîâàíû àâòîðîì â ðàáîòå [4] è
[6]:

1) ôóíêöèÿ äîëæíà áûòü ðàâíîâåñíîé;
2) àëãåáðàè÷åñêàÿ íîðìàëüíàÿ ôîðìà ôóíêöèè äîëæíà ñîäåðæàòü õîòÿ áû îäíó ïåðåìåí-

íóþ â ïåðâîé ñòåïåíè;
3) ôóíêöèÿ äîëæíà áûòü øåôôåðîâîé;
4) ðàññòîÿíèå ìåæäó äàííîé ôóíêöèåé è ìíîæåñòâîì àôôèííûõ ôóíêöèé äîëæíû áûòü

áëèçêèì ê ìàêñèìàëüíîìó.

Ìåòîäû ïîñòðîåíèÿ òàêèõ ôóíêöèé ðàçðàáîòàíû àâòîðîì â ðàáîòå [4]. Çäåñü ìû íå áóäåì
íà íèõ ïîäðîáíî îñòàíàâëèâàòüñÿ.
Òàêæå âàæíà íóìåðàöèÿ ðåáåð ãðàôà. Ýòîò âîïðîñ èññëåäîâàëñÿ àâòîðîì â ðàáîòå [12],

ãäå áûë ðàçðàáîòàí ñïîñîá íóìåðàöèè ðåáåð, îáåñïå÷èâàþùèé ñòîéêîñòü ê êîëëèçèÿì.

3. Ïîñòðîåíèå àëãîðèòìîâ âûðàáîòêè èìèòîâñòàâîê

Â ýòîì ðàçäåëå ïðåäëàãàåòñÿ ìåòîä ïîñòðîåíèÿ àëãîðèòìîâ âûðàáîòêè èìèòîâñòàâîê.
Ìåòîä ñîñòîèò â èñïîëüçîâàíèè ñëåäóþùåé ñõåìû ïîñòðîåíèÿ ýòèõ àëãîðèòìîâ. Èòàê, ïóñòü
âû÷èñëÿåòñÿ èìèòîâñòàâêà îò ñîîáùåíèÿM íà êëþ÷å key. Ïðè ýòîì ñîîáùåíèå ðàçáèòî íà
áëîêè äëèíû n. Ðàáîòà àëãîðèòìà ñîñòîèò èç äâóõ ýòàïîâ:
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• ýòàï àáñîðáöèè;
• ýòàï âû÷èñëåíèÿ ðåçóëüòàòà.
Íà ýòàïå àáñîðáöèè áóäåì èñïîëüçîâàòü îáîáùåííûé êëåòî÷íûé àâòîìàò, ê âíóòðåí-

íåìó ñîñòîÿíèþ êîòîðîãî ðàç â t1 øàãîâ (äëÿ íåêîòîðîãî t1) ïîäìåøèâàåòñÿ î÷åðåäíîé áëîê
ñîîáùåíèÿ. Ïðè ýòîì, íà÷àëüíûì çàïîëíåíèåì àâòîìàòà ÿâëÿåòñÿ êëþ÷, ñ êîòîðûì êîíêàòå-
íèðîâàíà íåêîòîðàÿ êîíñòàíòà: key||c1.
Äëÿ îáåñïå÷åíèÿ çàâèñèìîñòè âûõîäà îò âñåõ ðàçðÿäîâ êëþ÷à èñïîëüçóåòñÿ çàäàþùàÿ

ïîñëåäîâàòåëüíîñòü, âûðàáàòûâàåìàÿ ëèíåéíûì ðåãèñòðîì ñäâèãà ñ îáðàòíîé ñâÿçüþ, äëèíà
êîòîðîãî ñòðîãî áîëüøå äëèíû êëþ÷à, à ìíîãî÷ëåí îáðàòíîé ñâÿçè âûáðàí òàêèì îáðàçîì,
÷òîáû äëèíà ïåðèîäà ðåãèñòðà áûëà ìàêñèìàëüíîé (ò.å. 2L − 1, ãäå L | äëèíà ðåãèñòðà).
Â êà÷åñòâå íà÷àëüíîãî çàïîëíåíèÿ ðåãèñòðà ñäâèãà ñ îáðàòíîé ñâÿçüþ òàêæå èñïîëüçóåòñÿ
êëþ÷, êîíêàòåíèðîâàííûé ñ íåêîòîðîé êîíñòàíòîé: key||c2.
Îáîçíà÷èì ïðåîáðàçîâàíèå, âûïîëíÿåìîå îáîáùåííûì êëåòî÷íûì àâòîìàòîì íàä åãî

âíóòðåííåì ñîñòîÿíèåì íà îäíîì øàãå, êàê G : {0, 1}N → {0, 1}N . Òîãäà âíóòðåííåå
ñîñòîÿíèå àâòîìàòà áóäåò îáíîâëÿòüñÿ â ñîîòâåòñòâèè ñ ôîðìóëîé

(m1(i), m2(i), . . . ,mN(i)) =

=



G(m1(i−1), . . . ,mr−1(i−1),mr(i−1)⊕ξi,mr+1(i−1), . . .

. . . ,mN(i−1)), åñëè i 6=0 (mod t1);

G(m1(i−1), . . . ,mµ−1(i−1),mµ(i−1)⊕M(
i
t1

−1

)
n+1

, . . .

. . . ,mµ+n−1(i−1)⊕M(
i
t1

−1

)
n+n

,mµ+n(i−1), . . .

. . . ,mr−1(i−1),mr(i−1)⊕ξi,mr+1(i−1), . . . ,mN(i−1)), åñëè i=0 (mod t1).

Çäåñü:
t1 | ÷èñëî øàãîâ àâòîìàòà ìåæäó ïðèìåøèâàíèåì î÷åðåäíîãî áëîêà ñîîáùåíèÿ;
Mj | j-é ðàçðÿä ñîîáùåíèÿ;
n| äëèíà áëîêà ñîîáùåíèÿ;
N | ÷èñëî âåðøèí ãðàôà îáîáùåííîãî êëåòî÷íîãî àâòîìàòà;
µ, µ + 1, . . . , µ + n− 1| íîìåðà ÿ÷ååê îáîáùåííîãî êëåòî÷íîãî àâòîìàòà,
ê êîòîðûì ïîäìåøèâàþòñÿ ðàçðÿäû ñîîáùåíèÿ;
{ξi}| âûõîäíàÿ ïîñëåäîâàòåëüíîñòü ëèíåéíîãî ðåãèñòðà ñäâèãà ñ îáðàòíîé ñâÿçüþ;
r| íîìåð ÿ÷åéêè, ê êîòîðîé ïðèáàâëÿþòñÿ ýëåìåíòû ïîñëåäîâàòåëüíîñòè {ξi};
i = 1, 2, . . .| íîìåð øàãà;
(m1(i), m2(i), . . . , mN(i)) | âíóòðåííåå ñîñòîÿíèå îáîáùåííîãî êëåòî÷íîãî àâòîìàòà

íà øàãå i;
(m1(0), m2(0), . . . , mN(0))|íà÷àëüíîå çàïîëíåíèå îáîáùåííîãî êëåòî÷íîãî àâòîìàòà.
Ëèíåéíûé ðåãèñòð ñäâèãà ñ îáðàòíîé ñâÿçüþ âûáèðàåòñÿ òàêèì îáðàçîì, ÷òîáû åãî õà-

ðàêòåðèñòè÷åñêèé ìíîãî÷ëåí áûë ïðèìèòèâíûì íàä ïîëåì GF (2). Êàê èçâåñòíî èç òåîðèè
òàêèõ ðåãèñòðîâ [13], ýòî ãàðàíòèðóåò ìàêñèìàëüíûé ïåðèîä âûõîäíîé ïîñëåäîâàòåëüíîñòè.
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Ïàðàìåòð r âûáèðàåòñÿ òàêèì îáðàçîì, ÷òîáû r /∈ {µ, µ + 1, . . . , µ + n− 1}.
Ïîñëå òîãî, êàê âñå ñîîáùåíèå áóäåò îáðàáîòàíî, ýòàï àáñîðáèðîâàíèÿ çàâåðøàåòñÿ.

Äàëåå íà÷èíàåòñÿ ýòàï âû÷èñëåíèÿ ðåçóëüòàòà, íà êîòîðîì êëåòî÷íûé àâòîìàò ïðîäîëæàåò
ðàáîòàòü, ïðè ýòîì êàæäûå t2øàãîâ ñ íåêîòîðûõ ðàçðÿäîâ åãî âíóòðåííåãî ñîñòîÿíèÿ (íàïðè-
ìåð, ðàçðÿäîâ ñ èíäåêñàìè µ, . . . , µ + n − 1) ñíèìàåòñÿ íåîáõîäèìîå êîëè÷åñòâî äâîè÷íûõ
ðàçðÿäîâ èìèòîâñòàâêè. Ïîñëå òîãî, êàê áóäåò ñíÿòî íåîáõîäèìîå èõ êîëè÷åñòâî, ðàáîòà
àëãîðèòìà çàâåðøàåòñÿ.
Ïàðàìåòð t1 äîëæåí áûòü íå ìåíüøå äèàìåòðà ãðàôà, ñ òåì, ÷òîáû îáåñïå÷èòü çàâè-

ñèìîñòü êàæäîé ÿ÷åéêè îò êàæäîãî ðàçðÿäà âñåõ áëîêîâ ñîîáùåíèÿ. Ïàðàìåòð t2 äîëæåí
â íåñêîëüêî ðàç ïðåâîñõîäèòü ïàðàìåòð t1, ÷òîáû îáåñïå÷èòü ñëîæíûé âèä çàâèñèìîñòè
âûõîäà îò ñîîáùåíèÿ. Êîíñòàíòû c1 è c2 âûáèðàþòñÿ áëèçêèìè ê ðàâíîâåñíûì.
Â êà÷åñòâå ãðàôà îáîáùåííîãî êëåòî÷íîãî àâòîìàòà èñïîëüçóåòñÿ ãðàô Ðàìàíóäæàíà,

íå ñîäåðæàùèé ïåòåëü è êðàòíûõ ðåáåð. Âûáîð èìåííî ãðàôà Ðàìàíóäæàíà îáóñëîâëåí
â ÷àñòíîñòè òåì, ÷òî äèàìåòð òàêèõ ãðàôîâ ðàâåí O(log N), à òàêæå èõ ñëîæíîé ñòðóêòó-
ðîé. Ýòè ñâîéñòâà ïîçâîëÿþò çíà÷èòåëüíî óìåíüøèòü ïàðàìåòðû t1 è t2, íåîáõîäèìûå äëÿ
îáåñïå÷åíèÿ êðèïòîñòîéêîñòè. Áîëåå ïîäðîáíî ýòî îïèñàíî â ðàáîòå [5].
Êàê óæå óïîìèíàëîñü âûøå, õîðîøèì âûáîðîì ãðàôà ÿâëÿþòñÿ ãðàôû Ëþáîöêîãî-

Ôèëèïñà-Ñàðíàêà. Îäíàêî îíè ìîãóò ñîäåðæàòü êðàòíûå ðåáðà è ïåòëè. Â ýòîì ñëó÷àå
òàêîé ãðàô ìîæíî ìîäèôèöèðîâàòü â ñîîòâåòñòâèè ñî ñëåäóþùåé ïðîöåäóðîé. Ñíà÷àëà îá-
ðàáîòàåì êðàòíûå ðåáðà ñëåäóþùèì îáðàçîì. Ðàññìîòðèì äâå ïàðû êðàòíûõ ðåáåð: êðàòíûå
ðåáðà (u1, v1) è êðàòíûå ðåáðà (u2, v2). Óäàëèì ïî îäíîìó ðåáðó êàæäîé ïàðû èç ãðàôà è
äîáàâèì â ãðàô ðåáðà (u1, u2) è (v1, v2). Òàêèì ñïîñîáîì ìîæíî îáðàáîòàòü âñå êðàòíûå
ðåáðà.
Ïåòëè îáðàáîòàåì ñëåäóþùèì îáðàçîì. Ïóñòü ó âåðøèí u1, u2, . . . , ut èìåþòñÿ ïåòëè.

Óäàëèì ýòè ïåòëè èç ãðàôà è äîáàâèì â ãðàô ðåáðà (u1, u2), (u2, u3), . . . , (ut−1, ut) (åñëè
ïðè ýòîì ïîÿâÿòñÿ êðàòíûå ðåáðà, âåðøèíû u1, u2, . . . , ut ñëåäóåò ïåðåóïîðÿäî÷èòü òàê,
÷òîáû êðàòíûõ ðåáåð íå ïîÿâëÿëîñü). Ðàññìîòðåííàÿ ïðîöåäóðà, î÷åâèäíî, íå íàðóøèò
ðåãóëÿðíîñòü ãðàôà è íå óìåíüøèò êîýôôèöèåíòû ðåáåðíîãî è âåðøèííîãî ðàñøèðåíèÿ.
Ëîêàëüíàÿ ôóíêöèÿ ñâÿçè äîëæíà óäîâëåòâîðÿòü óñëîâèÿì, îïèñàííûì â ïðåäûäóùåì

ðàçäåëå. Êàê ñëåäóåò èç ðåçóëüòàòîâ, ïîëó÷åííûõ â ðàáîòå [12], äëÿ îáåñïå÷åíèÿ óñòîé÷è-
âîñòè ê êîëëèçèÿì, ïðè èñïîëüçîâàíèè ëîêàëüíîé ôóíêöèè ñâÿçè, ëèíåéíîé ïî àðãóìåíòó k,
ñëåäóåò, ÷òîáû ðåáðà, èìåþùèå íîìåð k îòíîñèòåëüíî êàêèõ-ëèáî âåðøèí âìåñòå ñ ýòèìè
âåðøèíàìè îáðàçîâûâàëè 2-ôàêòîð ãðàôà îáîáùåííîãî êëåòî÷íîãî àâòîìàòà.

4. Ñòàòèñòè÷åñêîå òåñòèðîâàíèå

Ñòàòèñòè÷åñêîå òåñòèðîâàíèå ïðîâîäèëîñü ñ ïîìîùüþ íàáîðà ñòàòèñòè÷åñêèõ òåñòîâ
NIST Statistical Test Suite [14, 15]. Äëÿ êàæäîãî íàáîðà ïàðàìåòðîâ ãåíåðèðîâàëîñü 300 ñëó-
÷àéíûõ ïàð (α, β), ãäåα|íà÷àëüíîå çíà÷åíèå áëîêà, β|çíà÷åíèå êëþ÷à. Äëÿ êàæäîé ïàðû
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âû÷èñëÿëàñü êîíêàòåíàöèÿ èìèòîâñòàâîê: MACβ(α)||MACβ(α+1)|| . . . ||MACβ(α+4095).
Â ðåçóëüòàòå ïîëó÷àëîñü 300 ïîñëåäîâàòåëüíîñòåé äëèíîé 1048576 äâîè÷íûõ ðàçðÿäîâ. Îíè
òåñòèðîâàëèñü ñ ïîìîùüþ NIST Statistical Test Suite. Èñïîëüçîâàëèñü ñëåäóþùèå ïîñòîÿí-
íûå ïàðàìåòðû:

• äëèíà áëîêà: 256 äâîè÷íûõ ðàçðÿäîâ;
• äëèíà èìèòîâñòàâêè: 256 äâîè÷íûõ ðàçðÿäîâ;
• ãðàô Ëþáîöêîãî | Ôèëèïñà | Ñàðíàêà: ìîäèôèöèðîâàííûé;
• ÷èñëî âåðøèí ãðàôà: 1022;
• ñòåïåíü ãðàôà: 6;
• äèàìåòð ãðàôà: 7;
• ëîêàëüíàÿ ôóíêöèÿ ñâÿçè:

f(x1, x2, x3, x4, x5, x6) = x1x3x5 ⊕ x3x4 ⊕ x5x6 ⊕ x3x5 ⊕ x1x5 ⊕ x1 ⊕ x2 ⊕ 1. (3)

Èñïîëüçîâàëèñü âñå âîçìîæíûå íàáîðû ïàðàìåòðîâ èç ñëåäóþùèõ:
• äëèíà êëþ÷à: 128, 256 äâîè÷íûõ ðàçðÿäîâ;
• t1 = 8, 12, 16;
• t2 = 16, 32, 64.
Èòîãî òåñòû ïðîâîäèëèñü äëÿ 18 íàáîðîâ ïàðàìåòðîâ.
Ëîêàëüíàÿ ôóíêöèÿ ñâÿçè (3) ïîñòðîåíà êàê ôóíêöèÿ èç ïðåäëîæåííîãî â ðàáîòå [4]

ñåìåéñòâà ôóíêöèé ÷åòíîãî ÷èñëà ïåðåìåííûõ:

g2(v, u, x1, y1, . . . , x d
2
−1, y d

2
−1) =

=

d
2
−1⊕

i=1

xiyi ⊕ s1(x1, . . . , x d
2
−1)⊕ v(s1(x1, . . . , x d

2
−1)⊕ s3(x1, . . . , x d

2
−1))⊕ u,

ãäå s1(x1, . . . , x d
2
−1) è s3(x1, . . . , x d

2
−1) | ïðîèçâîëüíûå áóëåâû ôóíêöèè, ïðè÷åì âûïîëíÿ-

åòñÿ (d
2
− 1) + τ3 = 1 (mod 2), ãäå τ3 | ÷èñëî íåíóëåâûõ êîýôôèöèåíòîâ â àëãåáðàè÷åñêîé

íîðìàëüíîé ôîðìå ôóíêöèè s3 è, ïðè ýòîì, ñâîáîäíûé ÷ëåí ÀÍÔ ôóíêöèè s1 ðàâåí 1.
Ìîäèôèêàöèÿ ãðàôà Ëþáîöêîãî | Ôèëèïñà | Ñàðíàêà çàêëþ÷àåòñÿ â ïðåîáðàçîâàíèè

åãî èç ìóëüòèãðàôà â îáû÷íûé ãðàô ñ ïîìîùüþ ìåòîäà, ïðèâåäåííîãî â ðàçäåëå 3.
Ïðè çàäàíèè ëèíåéíîãî ðåãèñòðà ñäâèãà ñ îáðàòíîé ñâÿçüþ, äëÿ äëèíû êëþ÷à â 128

äâîè÷íûõ ðàçðÿäîâ èñïîëüçîâàëñÿ õàðàêòåðèñòè÷åñêèé ìíîãî÷ëåí x145+x52+1, à äëÿ äëèíû
êëþ÷à â 256 äâîè÷íûõ ðàçðÿäîâ èñïîëüçîâàëñÿ õàðàêòåðèñòè÷åñêèé ìíîãî÷ëåí x297 +x5 +1.
Îáà ýòèõ ìíîãî÷ëåíà ÿâëÿþòñÿ ïðèìèòèâíûìè íàä ïîëåì GF (2) [16].
Ïî ðåçóëüòàòàì òåñòèðîâàíèÿ, âñå ïîëó÷åííûå ïîñëåäîâàòåëüíîñòè äëÿ âñåõ ïðîòåñòèðî-

âàííûõ íàáîðîâ ïàðàìåòðîâ, ïðîøëè ïîëíûé íàáîð ñòàòèñòè÷åñêèõ òåñòîâ èç NIST Statistical
Test Suite, ÷òî ïîäòâåðæäàåò õîðîøèå ñòàòèñòè÷åñêèå ñâîéñòâà êðèïòîãðàôè÷åñêèõ àëãîðèò-
ìîâ, ïîñòðîåííûõ ñ ïîìîùüþ ïðåäëîæåííîãî ìåòîäà.
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5. Î êðèïòîñòîéêîñòè

Êðèïòîãðàôè÷åñêèå ñâîéñòâà îáîáùåííûõ êëåòî÷íûõ àâòîìàòîâ èññëåäîâàëèñü àâòîðîì
â öåëîì ðÿäå ðàáîò. Òàê, â ñòàòüå [4] ïîêàçàíî, ÷òî ôóíêöèÿ, âû÷èñëÿåìàÿ îáîáùåííûì
êëåòî÷íûì àâòîìàòîì ñ ïðàâèëüíî âûáðàííûìè ïàðàìåòðàìè, çà äîñòàòî÷íîå ÷èñëî øàãîâ,
íåîòëè÷èìà îò ïñåâäîñëó÷àéíîé. Ñâîéñòâà îáîáùåííûõ êëåòî÷íûõ àâòîìàòîâ, èñïîëüçîâà-
íèå ãðàôà Ðàìàíóäæàíà ñ ìàëûì äèàìåòðîì è èñïîëüçîâàíèå ëîêàëüíîé ôóíêöèè ñâÿçè ñ
âûñîêîé íåëèíåéíîñòüþ äàþò âîçìîæíîñòü óòâåðæäàòü, ÷òî êàæäûé ðàçðÿä èìèòîâñòàâêè
ñëîæíûì îáðàçîì íåëèíåéíî çàâèñèò îò âñåõ ðàçðÿäîâ ñîîáùåíèÿ è âñåõ ðàçðÿäîâ êëþ÷à.
Êðîìå òîãî, êàê ïîêàçàíî â ðàáîòå [2], â îáùåì ñëó÷àå, çàäà÷à î âîññòàíîâëåíèè ïðåäûäóùåãî
ñîñòîÿíèÿ îáîáùåííîãî êëåòî÷íîãî àâòîìàòà ÿâëÿåòñÿ NP-òðóäíîé. Íà áàçå îáîáùåííûõ
êëåòî÷íûõ àâòîìàòîâ àâòîðîì áûë ïîñòðîåí ðÿä êðèïòîàëãîðèòìîâ, êðèïòîàíàëèç êîòîðûõ
íå âûÿâèë ñóùåñòâåííûõ óÿçâèìîñòåé: [5, 6, 17, 18].

Çàêëþ÷åíèå

Òàêèì îáðàçîì, â ñòàòüå ðàçðàáîòàí íîâûé ìåòîä ïîñòðîåíèÿ àëãîðèòìîâ âûðàáîòêè
èìèòîâñòàâîê, îñíîâàííûõ íà îáîáùåííûõ êëåòî÷íûõ àâòîìàòàõ.
Ðàáîòà âûïîëíåíà ïðè ôèíàíñîâîé ïîääåðæêå ÐÔÔÈ â ðàìêàõ íàó÷íîãî ïðîåêòà ¹16-

07-00542 a.
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An important class of cryptographic algorithms is Message Authentication Code (MAC) algo-
rithms. These algorithms are designed to provide integrity of messages and authentication of their
source.
The main objective of the paper is to develop a method for synthesis of MAC algorithms based

on generalized cellular automata.
The paper proposes the method of MAC algorithm development that uses the following pattern.

Let theMAC to be calculated from themessage at a certain key. The algorithm execution comprises
two phases: a phase of absorption and a phase of calculation result.
The phase of absorption uses the generalized cellular automata to the internal state of which

the next block of message is added in several steps. To ensure the dependence of the output on all
the key bits is used a driving sequence, produced by the linear shift register with a feedback. Initial
filling of cellular automata and the initial filling of the shift register are based on the key. Once
the cellular automata have processed the entire message, the absorbing phase is completed. Then a
phase of calculation result begins. During this phase the cellular automata continue running and at
the same time, once in the certain number of steps, the required number of MAC bits are taken off
some bits of its internal state. After the required number of bits has been received the algorithm is
terminated.
As a graph of the cellular automata are used the Ramanujan graphs, i.e. graphs of Lubotzky |

Phillips | Sarnak. A local communication function is selected in a special way.
The paper presents the requirements for a local communication function, focuses on the structure

of a cellular automata graph and on the crypto-strength issues.
Statistical tests of algorithms for different sets of parameters were carried out using a NIST

Statistical Test Suite complex of statistical tests. All the tests have been successfully completed.
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Thus, the paper offers a new method to develop algorithms based on generalized cellular
automata.
The work was conducted under support of the Russian Federal Property Fund within the

framework of research project 16-07-00542.
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