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Ââåäåíèå

Â óñëîâèÿõ ïîâûøåíèÿ òðåáîâàíèé ê çàùèùåííîñòè èíôîðìàöèè, ïåðåäàâàåìîé ïî ðàç-
ëè÷íûì êàíàëàì ñâÿçè è ïîâûøåíèÿ ñêîðîñòåé ïåðåäà÷è èíôîðìàöèè, áîëüøóþ âàæíîñòü
ïðèîáðåòàþò âûñîêîñêîðîñòíûå êðèïòîãðàôè÷åñêèå õýø-ôóíêöèè. Â ðàáîòå [2] áûëî ïðåä-
ëîæåíî ñåìåéñòâî êðèïòîãðàôè÷åñêèõ õýø-ôóíêöèé, îñíîâàííûõ íà îáîáùåííûõ êëåòî÷-
íûõ àâòîìàòàõ. Ìû áóäåì íàçûâàòü ýòî ñåìåéñòâî GRACE{H. Â òîé æå ðàáîòå áûëà âûñêà-
çàíà ãèïîòåçà î òîì, ÷òî òàêèå õýø-ôóíêöèè ìîãóò áûòü âåñüìà ýôôåêòèâíî ðåàëèçîâàíû
àïïàðàòíî, íàïðèìåð, íà ïðîãðàììèðóåìûõ ëîãè÷åñêèõ èíòåãðàëüíûõ ñõåìàõ (ÏËÈÑ). Öå-
ëüþ íàñòîÿùåé ñòàòüè ÿâëÿåòñÿ ïîäòâåðæäåíèå ýòîé ãèïîòåçû ïóòåì òåñòèðîâàíèÿ ïðîèçâî-
äèòåëüíîñòè ðåàëèçàöèè õýø-ôóíêöèé ñåìåéñòâà GRACE{H íà ÏËÈÑ.

1. Õýø-ôóíêöèè

Àâòîðîì [1] ðàçðàáîòàíî ñåìåéñòâî ïñåâäîñëó÷àéíûõ ôóíêöèé, âèäà

Sc: Bk ×Bn → Bm.

Ýòè ôóíêöèè îñíîâûâàþòñÿ íà îáîáùåííûõ êëåòî÷íûõ àâòîìàòàõ è ìîãóò áûòü çàäàíû
ôîðìóëîé

SA
c (key, x) = prm(FA(x ‖ key ‖ c, r)), (1)

ãäå x ‖ y | êîíêàòåíàöèÿ x è y; FA(x, r) | çàïîëíåíèå íà øàãå r êëåòî÷íîãî àâòîìàòà
A ñ íà÷àëüíûì çàïîëíåíèåì x; r | ÷èñëî øàãîâ êëåòî÷íîãî àâòîìàòà; prm: B∗ → Bm |
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ôóíêöèÿ, âîçâðàùàþùàÿ íåêîòîðûå m ýëåìåíòîâ àðãóìåíòà, èíäåêñû êîòîðûõ çàäàíû íà-
ïåðåä; A | îáîáùåííûé êëåòî÷íûé àâòîìàò; c ∈ Bt | íåêîòîðàÿ êîíñòàíòà, âåñ êîòîðîé
áëèçîê ê çíà÷åíèþ

[
t

2

]
; t = N − (n+k);N |÷èñëî âåðøèí ãðàôà îáîáùåííîãî êëåòî÷íîãî

àâòîìàòà.

Êàê óêàçàíî â ðàáîòå [1], ïðè ïðàâèëüíîì âûáîðå ïàðàìåòðîâ òàêèå ôóíêöèè íåëüçÿ
îòëè÷èòü îò ñëó÷àéíûõ ñ ïîìîùüþ ñòàòèñòè÷åñêèõ òåñòîâ.

Òåïåðü îïèøåì ðàáîòó õýø-ôóíêöèè èç ñåìåéñòâà GRACE{H. Ïóñòü ñîîáùåíèå X ðàç-
áèòî íà áëîêè äëèíû n: X = (x1, x2, . . . , xq) (åñëè äëèíà ñîîáùåíèÿ íå êðàòíà äëèíå áëîêà,
äîïîëíèì åãî äî äëèíû áëîêà, íàïðèìåð, íóëÿìè). Õýø, èìåþùèé äëèíó m, âû÷èñëÿåòñÿ
ïî ôîðìóëå

H(X) = prm

(
SA

c2

(
c3,

q⊕
i=1

SA
c1

(i, xi)

))
, (2)

ãäå c1, c2 ∈ Bt | íåêîòîðûå ðàçëè÷íûå êîíñòàíòû, âåñ êîòîðûõ áëèçîê ê çíà÷åíèþ [t/2];
c3 ∈ Bk | êîíñòàíòà, âåñ êîòîðîé áëèçîê ê çíà÷åíèþ [k/2].

Âàæíûì äëÿ îáåñïå÷åíèÿ êðèïòîãðàôè÷åñêèõ ñâîéñòâ ÿâëÿåòñÿ ïðàâèëüíûé âûáîð ãðà-
ôîâ êëåòî÷íûõ àâòîìàòîâ è ëîêàëüíûõ ôóíêöèé ñâÿçè. Â êà÷åñòâå ñåìåéñòâà ãðàôîâ âû-
áèðàåòñÿ Y -ñåìåéñòâî ãðàôîâ Ëþáîöêîãî | Ôèëèïñà | Ñàðíàêà. Ïîäðîáíûå ñâåäåíèÿ î
ïîñòðîåíèè ðàññìàòðèâàåìîãî ñåìåéñòâà õýø-ôóíêöèé ìîæíî íàéòè â ðàáîòå [2].

2. Ðåàëèçàöèÿ íà ÏËÈÑ è ïðîèçâîäèòåëüíîñòü

Â êà÷åñòâå ïëàòôîðìû äëÿ ðåàëèçàöèè âûáðàíû ïðîãðàììèðóåìûå ëîãè÷åñêèå èíòå-
ãðàëüíûå ñõåìû. Ñðàâíåíèå ïðîèçâîäèòåëüíîñòè îñóùåñòâëÿëîñü ñ õýø-ôóíêöèåé Keccak
[8, 7], ÿâëÿþùåéñÿ ñòàíäàðòîì ÑØÀ (SHA-3), õýø-ôóíêöèÿìè BLAKE [9], Groestl [5], JH
[12], Skein [10], êîòîðûå ÿâëÿþòñÿ ôèíàëèñòàìè êîíêóðñà NIST hash function competition, à
òàêæå õýø-ôóíêöèåé SHA-256 [3], òîæå ÿâëÿþùåéñÿ ñòàíäàðòîì ÑØÀ.

ÏËÈÑ ïðåäñòàâëÿåò ñîáîé ìèêðîñõåìó, ðåàëèçóþùóþ íàáîð îäíîòèïíûõ ýëåìåíòîâ,
êîòîðûå ìîãóò áûòü ðåêîíôèãóðèðîâàíû ðàçëè÷íûì îáðàçîì. Ïóòåì ïðîãðàììèðîâàíèÿ
ÏËÈÑ îïðåäåëÿåòñÿ êîíôèãóðàöèÿ ýòèõ ÿ÷ååê è ñâÿçè ìåæäó íèìè, ÷òî ïîçâîëÿåò ðåàëèçî-
âûâàòü ïðîèçâîëüíóþ öèôðîâóþ ñõåìó. Îïèñàíèå òàêèõ ñõåì îñóùåñòâëÿåòñÿ íà ñïåöèàëè-
çèðîâàííîì ÿçûêå. Íàèáîëåå ÷àñòî ïðèìåíÿþòñÿ òàêèå ÿçûêè, êàê Verilog è VHDL. Â ýòîé
ñòàòüå ðåàëèçàöèÿ ïðîâîäèòñÿ íà ÿçûêå VHDL. Äëÿ êîìïèëÿöèè VHDL-ôàéëà è ìîäåëèðî-
âàíèÿ èñïîëüçîâàëèñü ÑÀÏÐ Altera Quartus II 12.1 è Altera ModelSim Starter Edition 10.0d.

Íàèáîëåå âàæíîé õýø-ôóíêöèåé ñðàâíåíèÿ ÿâëÿåòñÿ, íåñîìíåííî, Keccak (SHA-3), ïî-
ñêîëüêó îíà ÿâëÿåòñÿ íîâûì ñòàíäàðòîìÑØÀ.Ñðåäè äàííûõ, èìåþùèõñÿ â îòêðûòîé ïå÷àòè
(â ÷àñòíîñòè, ñì. [6]), íàèëó÷øàÿ ïðîèçâîäèòåëüíîñòü ýòîé ôóíêöèè áûëà äîñòèãíóòà äëÿ
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ÏËÈÑ Stratix III ôèðìû Altera. Êðîìå òîãî, äëÿ ýòîé ÏËÈÑ èçâåñòíû ðåçóëüòàòû è äðóãèõ
õýø-ôóíêöèé ñðàâíåíèÿ. Â ñâÿçè ñ ýòèì â öåëÿõ ñðàâíåíèÿ ìû áóäåì èñïîëüçîâàòü èìåííî
ýòó ÏËÈÑ. Â òî æå âðåìÿ ìàêñèìàëüíàÿ ïðîèçâîäèòåëüíîñòü ìîæåò áûòü äîñòèãíóòà íà
áîëåå íîâîé ÏËÈÑ òîãî æå ñåìåéñòâà | Stratix V. Ïîýòîìó ìû ïðèâåäåì äàííûå ïî ñåìåé-
ñòâó GRACE-H è äëÿ ýòîé ÏËÈÑ (ðåçóëüòàòû òåñòèðîâàíèÿ ïðîèçâîäèòåëüíîñòè íà ÏËÈÑ
Stratix V äëÿ õýø-ôóíêöèé ñðàâíåíèÿ â ëèòåðàòóðå íå íàéäåíû).
Â êà÷åñòâå êðèòåðèåâ ñðàâíåíèÿ áûëè âûáðàíû ïðîèçâîäèòåëüíîñòü è ýôôåêòèâíîñòü

àïïàðàòíîé ðåàëèçàöèè. Ïîä ýôôåêòèâíîñòüþ àïïàðàòíîé ðåàëèçàöèè ìû áóäåì ïîíèìàòü
îòíîøåíèå ïðîèçâîäèòåëüíîñòè ê ðåñóðñîåìêîñòè. Ïîä ðåñóðñîåìêîñòüþ áóäåì ïîíèìàòü
êîëè÷åñòâî áëîêîâ àäàïòèâíîé ëîãèêè (ALUT), òðåáóåìûõ äëÿ ðåàëèçàöèè.
Õýø-ôóíêöèþ èç ñåìåéñòâà GRACE-H ñ ðàçìåðîì îáîáùåííîãî êëåòî÷íîãî àâòîìàòàN ,

ðåàëèçîâàííóþ â s ïîòîêîâ, áóäåì îáîçíà÷àòü GRACE-H-N -s. Â ýêñïåðèìåíòå ðàññìàòðèâà-
ëèñü îáîáùåííûå êëåòî÷íûå àâòîìàòû ðàçìåðîâ 390, 522 è 1010. Äëèíà áëîêà õýø-ôóíêöèè
äëÿ ýòèõ êëåòî÷íûõ àâòîìàòîâ ñîñòàâëÿëà, ñîîòâåòñòâåííî, 256, 384 è 832. ×èñëî øàãîâ
êëåòî÷íîãî àâòîìàòà áûëî âûáðàíî ðàâíûì 10.
Â òàáë. 1 ïðèâåäåíû ðåçóëüòàòû ìîäåëèðîâàíèÿ ðàáîòû õýø-ôóíêöèé èç ñåìåéñòâà

GRACE-H íà ÏËÈÑ Altera Stratix V. Ïðèâåäåíû äàííûå î òàêòîâîé ÷àñòîòå (ÌÃö), ðå-
ñóðñîåìêîñòè (â áëîêàõ àäàïòèâíîé ëîãèêè ALUT), ïðîèçâîäèòåëüíîñòè (Ìáèò/ñ) è ýôôåê-
òèâíîñòè ðåàëèçàöèè (Ìáèò/(ALUT·c)). Ýòè æå äàííûå îòðàæåíû íà ðèñ. 1 è 2. Âèäíî, ÷òî
ìàêñèìàëüíàÿ ïðîèçâîäèòåëüíîñòü ïðåâûøàåò 190 Ãáèò/ñ.

Ò à á ë è ö à 1

Áûñòðîäåéñòâèå è ýôôåêòèâíîñòü àïïàðàòíîé ðåàëèçàöèè õýø-ôóíêöèé
ñåìåéñòâà GRACE-H íà ÏËÈÑ Altera Stratix V

Àëãîðèòì
è ðåàëèçàöèÿ

×àñòîòà,
ÌÃö

Ðåñóðñîåì-
êîñòü,
ALUT

Ïðîèçâîäè-
òåëüíîñòü,
Ìáèò/ñ

Ýôôåêòèâíîñòü,
Ìáèò/(ALUT · c)

GRACE-H-390-1 550 1068 14080 13,18
GRACE-H-390-2 535 1633 27392 16,77
GRACE-H-390-4 478 2851 48947 17,17
GRACE-H-390-8 383 5212 78438 15,05
GRACE-H-522-1 519 1454 19930 13,71
GRACE-H-522-2 521 2238 40013 17,88
GRACE-H-522-4 409 3962 62822 15,86
GRACE-H-522-8 357 7339 109670 14,94
GRACE-H-1010-1 479 2998 39853 13,29
GRACE-H-1010-2 441 4550 73382 16,13
GRACE-H-1010-4 357 8067 118810 14,73
GRACE-H-1010-8 298 15187 198349 13,06
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Ðèñ. 1. Ïðîèçâîäèòåëüíîñòü ïðè ðåàëèçàöèè íà ÏËÈÑ Altera Stratix V

Ðèñ. 2. Ýôôåêòèâíîñòü ðåàëèçàöèè íà ÏËÈÑ Altera Stratix V
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Ñðàâíåíèå ïðîèçâîäèòåëüíîñòè è ýôôåêòèâíîñòè äëÿ ÏËÈÑ Altera Stratix III, ðåçóëüòàòû
êîòîðîãî ïðåäñòàâëåíû â òàáë. 2, îñóùåñòâëÿëîñü, ïðåæäå âñåãî, ñ ðàçëè÷íûìè ðåàëèçàöèÿìè
Keccak, ïðåäñòàâëåííûìè â ðàáîòàõ [4], [6] (ðàáîòà àâòîðîâ àëãîðèòìà Keccak, ïðåäñòàâëåíû
äâå ðåàëèçàöèè, ðàçëè÷àþùèåñÿ ðåñóðñîåìêîñòüþ) è [11] (òàêæå ïðåäñòàâëåíû äâå ðåàëè-
çàöèè, îòëè÷àþùèåñÿ ðåñóðñîåìêîñòüþ). Êðîìå òîãî, êàê áûëî óêàçàíî âûøå, â ñðàâíåíèè
ó÷àñòâîâàëè õýø-ôóíêöèè BLAKE, Groestl, JH, Skein è SHA-256, äàííûå ïî êîòîðûì âçÿòû
èç ðàáîòû [4]. Äàííûå ïî ïðîèçâîäèòåëüíîñòè è ýôôåêòèâíîñòè ðåàëèçàöèè òàêæå ïðèâå-
äåíû íà ðèñ. 3, 4.

Ò à á ë è ö à 2

Áûñòðîäåéñòâèå è ýôôåêòèâíîñòü àïïàðàòíîé ðåàëèçàöèè õýø-ôóíêöèé
ñåìåéñòâà GRACE-H, à òàêæå õýø-ôóíêöèé Keccak, Blake, Groestl, JH, Skein

è SHA-256 íà ÏËÈÑ Altera Stratix III

Àëãîðèòì
è ðåàëèçàöèÿ

×àñòîòà,
ÌÃö

Ðåñóðñîåì-
êîñòü,
ALUT

Ïðîèçâîäè-
òåëüíîñòü,
Ìáèò/ñ

Ýôôåêòèâíîñòü,
Ìáèò/(ALUT · c)

GRACE-H-390-1 385 1088 9399 8,64
GRACE-H-390-2 377 1488 18408 12,37
GRACE-H-390-4 358 2540 34961 13,76
GRACE-H-390-8 323 4388 63086 14,38
GRACE-H-522-1 372 1481 13623 9,20
GRACE-H-522-2 374 2012 27393 13,61
GRACE-H-522-4 348 3457 50977 14,75
GRACE-H-522-8 309 5964 90527 15,18
GRACE-H-1010-1 362 2904 28723 9,89
GRACE-H-1010-2 329 3926 52209 13,30
GRACE-H-1010-4 323 6794 102515 15,09
GRACE-H-1010-8 260 11698 165039 14,11
Keccak (Gai è äð. [4]) 296 4458 8200 1,44
Keccak (Str�ombergson 1 [11]) 176 2670 10240 3,84
Keccak (Keccak team 1 [6]) 206 4684 8700 1,86
Keccak (Str�ombergson 2 [11]) 133 242 35 0,14
Keccak (Keccak team 2 [6]) 359 855 70 0,08
BLAKE 109 1965 1710 0,87
Groestl 270 3101 4024 1,30
JH 364 3120 3164 1,01
Skein 52 3602 911 0,25
SHA-256 212 963 1676 1,74

Èç ãðàôèêîâ âèäíî, ÷òî ïðîèçâîäèòåëüíîñòü è ýôôåêòèâíîñòü àïïàðàòíîé ðåàëèçàöèè
õýø-ôóíêöèé ñåìåéñòâàGRACE-H ñóùåñòâåííî (äî 16 è äî 4 ðàç ñîîòâåòñòâåííî) ïðåâûøàåò
ïðîèçâîäèòåëüíîñòü è ýôôåêòèâíîñòü ëó÷øèõ àïïàðàòíûõ ðåàëèçàöèé õýø-ôóíêöèèKeccak,
êîòîðûå, â ñâîþ î÷åðåäü, èìåþò áîëåå âûñîêèå ïîêàçàòåëè ïî ñðàâíåíèþ ñ õýø-ôóíêöèÿìè
Blake, Groestl, JH, Skein è SHA-256.
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Ðèñ. 3. Ïðîèçâîäèòåëüíîñòü ïðè ðåàëèçàöèè íà ÏËÈÑ Altera Stratix III

Ðèñ. 4. Ýôôåêòèâíîñòü ðåàëèçàöèè íà ÏËÈÑ Altera Stratix III
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Çàêëþ÷åíèå

Èòàê, â ñòàòüå ïðîäåìîíñòðèðîâàíî, ÷òî ïðè ðåàëèçàöèè íà ÏËÈÑ, ñåìåéñòâî õýø-ôóíê-
öèé GRACE-H îáëàäàåò çíà÷èòåëüíî áîëåå âûñîêèìè ïîêàçàòåëÿìè ïðîèçâîäèòåëüíîñòè
è ýôôåêòèâíîñòè àïïàðàòíîé ðåàëèçàöèè, ïî ñðàâíåíèþ ñ õýø-ôóíêöèÿìè Keccak, Blake,
Groestl, JH, Skein è SHA-256.
Àâòîð áëàãîäàðèò À.Ì. Êàðîíäååâà çà ïîìîùü â ïîäãîòîâêå ìàòåðèàëîâ äëÿ ýòîé ñòàòüè.
Ðàáîòà âûïîëíåíà ïðè ôèíàíñîâîé ïîääåðæêå ÐÔÔÈ (ãðàíò ¹ 12-07-31012).

Ñïèñîê ëèòåðàòóðû

1. Êëþ÷àð¸â Ï.Ã. Ïîñòðîåíèå ïñåâäîñëó÷àéíûõ ôóíêöèé íà îñíîâå îáîáùåííûõ êëå-
òî÷íûõ àâòîìàòîâ // Íàóêà è îáðàçîâàíèå. ÌÃÒÓ èì. Í.Ý. Áàóìàíà. Ýëåêòðîí. æóðí.
2012. ¹10. Ðåæèì äîñòóïà: http://technomag.bmstu.ru/doc/496381.html (äàòà îáðàùåíèÿ
01.12.2013).

2. Êëþ÷àð¸â Ï.Ã. Êðèïòîãðàôè÷åñêèå õýø-ôóíêöèè, îñíîâàííûå íà îáîáùåííûõ êëå-
òî÷íûõ àâòîìàòàõ // Íàóêà è îáðàçîâàíèå. ÌÃÒÓ èì. Í.Ý. Áàóìàíà. Ýëåêòðîí. æóðí.
2013. ¹1. Ðåæèì äîñòóïà: http://technomag.bmstu.ru/doc/534640.html (äàòà îáðàùåíèÿ
01.12.2013).

3. FIPS PUB 180-4. Secure Hash Standard (SHS). U.S. Department of Commerce, National
Institute of Standards and Technology (NIST), 2012. 30 p.

4. Gaj K., Homsirikamol E., Rogawski M. Fair and comprehensive methodology for comparing
hardware performance of fourteen round two SHA-3 candidates using FPGAs // Cryptographic
Hardware and Embedded Systems, CHES 2010. Springer, 2010. P. 264{278. (Ser. Lecture
Notes in Computer Science; vol. 6225). DOI: 10.1007/978-3-642-15031-9 18.

5. Gauravaram P., Knudsen L.R., Matusiewicz K., Mendel F., Rechberger C., Schlaffer M.,
Thomsen S.S. Gr�stl | a SHA-3 candidate. Submission to NIST. 2011. Available at:
http://www.groestl.info/Groestl.pdf, accessed 01.12.2013.

6. Bertoni G., Daemen J., Peeters M., Van Assche G., Van Keer R. Keccak implementation
overview. 2012. Available at: http://keccak.noekeon.org/Keccak-implementation-3.2.pdf,
accessed 01.12.2013.

7. Bertoni G., Daemen J., Peeters M., Van Assche G. Keccak specifications. Submission to
NIST (Round 2). 2009. Available at: http://keccak.noekeon.org/Keccak-specifications-2.pdf,
accessed 01.12.2013.

8. Bertoni G., Daemen J., Peeters M., Van Assche G. Keccak sponge function family main
document. Submission to NIST (Round 2). 2010. Available at: http://keccak.noekeon.org/
Keccak-main-2.1.pdf, accessed 01.12.2013.

http://technomag.bmstu.ru/doc/675812.html 220

http://technomag.bmstu.ru/doc/675812.html


9. Aumasson J.-P., Henzen L., Meier W., Phan R.C.-W. SHA-3 proposal BLAKE. Submission to
NIST. 2010. Available at: https://131002.net/blake/blake.pdf, accessed 01.12.2013.

10. Ferguson N., Lucks S., Schneier B., Whiting D., Bellare M., Kohno T., Callas J., Walker J.
The Skein Hash Function Family. Submisson to NIST. 2008. Available at: http://www.skein-
hash.info/sites/default/files/skein1.1.pdf, accessed 01.12.2013.

11. Str�ombergson J. Implementation of the Keccak Hash Function in FPGA Devices.
2008. Available at: http://www.strombergson.com/files/Keccak in FPGAs.pdf, accessed
01.12.2013.

12. Wu H. The Hash Function JH. Submission to NIST (round 3). 2011. Available at:
http://www3.ntu.edu.sg/home/wuhj/research/jh/jh round3.pdf, accessed 01.12.2013.

http://technomag.bmstu.ru/doc/675812.html 221

http://technomag.bmstu.ru/doc/675812.html


The FPGA realization of the general cellular automata
based cryptographic hash functions:
Performance and effectiveness
# 01, January 2014
DOI: 10.7463/0114.0675812
Klyucharev P.G.

Bauman Moscow State Technical University
105005, Moscow, Russian Federation

pk.iu8@yandex.ru

In the paper the author considers hardware implementation of the GRACE-H family general
cellular automata based cryptographic hash functions. VHDL is used as a language and Altera
FPGA as a platform for hardware implementation. Performance and effectiveness of the FPGA
implementations of GRACE-H hash functions were compared with Keccak (SHA-3), SHA-256,
BLAKE, Groestl, JH, Skein hash functions. According to the performed tests, performance of
the hardware implementation of GRACE-H family hash functions significantly (up to 12 times)
exceeded performance of the hardware implementation of previously known hash functions, and
effectiveness of that hardware implementation was also better (up to 4 times).
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